Los Rios Community College District
Information Security Incident Report Form
Information reported on this form is protected by the Whistleblower Protection Act.  
	

	Last Name:
	     
	First Name:
	     
	M.I.:
	     
	

	

	Employee ID #: 
	     
	Email Address:
	     
	
	

	

	Department:
	     
	Contact Phone:
	     
	

	

	This incident involves:                        FORMCHECKBOX 
 Los Rios Community College District

	
	 FORMCHECKBOX 
 A specific Los Rios college
	     
	

	
	
	College Name
	

	

	Please include as much information as possible about the nature of the incident.  Attach additional pages as necessary.

	
	

	Incident Date/Time
	     
	

	
	

	Type of Incident (check all that apply):
	

	
	 FORMCHECKBOX 
 Compromised Account
	 FORMCHECKBOX 
 Unauthorized Access or Release of Protected Information

	
	 FORMCHECKBOX 
 Compromised System
	 FORMCHECKBOX 
 Copyright Infringement

	
	 FORMCHECKBOX 
 Lost or Stolen Computer/Laptop
	 FORMCHECKBOX 
 District Information Security Policy Violations  (R-8870)

	
	 FORMCHECKBOX 
 Lost or Stolen Removable Storage
	 FORMCHECKBOX 
 Other: 
	     
	

	
	
	

	System Impacted (check all that apply):

	
	 FORMCHECKBOX 
 Student/HR PeopleSoft (HEPRD)
	 FORMCHECKBOX 
 Research Database
	 FORMCHECKBOX 
 CAPP/ASAP

	
	 FORMCHECKBOX 
 Financials PeopleSoft (FSPRD)
	 FORMCHECKBOX 
 Bookstore Database
	 FORMCHECKBOX 
 OnBase

	
	 FORMCHECKBOX 
 Online Grading System (OGS)
	 FORMCHECKBOX 
 CalWorks Database
	 FORMCHECKBOX 
 PowerFAIDS

	
	 FORMCHECKBOX 
 Scheduling and Reporting System (SARS)
	 FORMCHECKBOX 
 DSPS Database
	 FORMCHECKBOX 
 Crystal Enterprise

	
	 FORMCHECKBOX 
 File Shares:
	     
	 FORMCHECKBOX 
 Kofax Scanning Software
	 FORMCHECKBOX 
 Desire to Learn (D2L)

	
	 FORMCHECKBOX 
 User’s System:
	     
	 FORMCHECKBOX 
 CMS application (Ingeniux)
	

	
	 FORMCHECKBOX 
 Other:
	     
	
	

	Description of Incident:       

	Names and Contact Information of Others Involved:      

	
	

	Submit form to your college/District Information Security Officer.  Current college/District ISOs are listed here: http://www.losrios.edu/lrc/infosecurity.php 




	For Internal Use Only (Do not write in this box)

	Identification Measures (Incident Verified, Assessed, Options Evaluated):      

	Containment Measures:      

	Evidence Collected (Systems Logs, etc.):      

	Recovery Measures:      

	Other Mitigation Actions:      

	Incident Notification:
	
	
	
	

	
	 FORMCHECKBOX 
 Information Security Officers
	 FORMCHECKBOX 
 System or Application Owner
	 FORMCHECKBOX 
 Campus Police
	

	
	 FORMCHECKBOX 
 Campus IT
	 FORMCHECKBOX 
 Department Management
	 FORMCHECKBOX 
 District General Counsel
	

	
	 FORMCHECKBOX 
 DO IT
	 FORMCHECKBOX 
 Department Supervisor
	 FORMCHECKBOX 
 College Administration
	

	
	 FORMCHECKBOX 
 Human Resources
	 FORMCHECKBOX 
 Risk Management
	 FORMCHECKBOX 
 Public Information Officer
	

	
	 FORMCHECKBOX 
 Other:
	     
	

	
	
	
	
	

	Follow-Up Completed By:
	     
	Print Name:
	     
	

	Follow-Up Completed Date:
	     
	
	

	
	
	
	




Last Modified: 02/21/2018
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